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Abstract

Beware and be aware. Native Nations Digital Sovereignty is introduced through
the lens of four sets or baskets of technological elements in the digital age. These
include connectivity, function, infrastructure, and information. Each represent an
amalgamation of large sets of technological change where risks must be
managed to ensure sustainability and security in the path to Native Nations Digital
Sovereignty. Digital Sovereignty is a nation level of concern. This is a Native
Nations area of study focused on the future.
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Introduction

Hanu’ Maheshi, Osiyo, Aloha, Hello, I’'m Curtis
Keliiaa, a citizen of the Washoe Tribe of Nevada and
California (Was’iw Hunga Lel Ti), Cherokee
(Tsalagie), and Native Hawaiian (Kanaka Maoli). |
retired from Sandia Laboratories in 2020 as a Senior
Member of Technical Staff after a 40+ year
technical, systems, network, and cybersecurity
career at a national level. | currently serve on

e S
bt LS ‘

Washoe Development Corporation Board of Directors, and independently am the
7x7 Generations (7x7Gen) Native Nations Digital Sovereignty Founder and
Principal Investigator. My mother Lenora Scott Keliiaa (deceased) hales from
Proctor OK and was a Cherokee Nation of Oklahoma citizen. Mom attended
Chilocco Indian School in OK and Haskell commercial program, now Haskell
Indian University in Lawrence KS. My father John Bertrand Keliiaa (deceased)
hales from Gardnerville, NV and was a citizen of the Washoe Tribe of Nevada and
California. Dad was 1/2 Hawaiian but raised in Gardnerville and attended Stewart
Indian School in Carson City, NV. After WWII he attended the University of
California Berkeley, graduating Phi Beta Kappa. This work is to honor them and
all of our ancestors in the effort to build seven generations forward. This article
represents my personal opinions and professional observations in support of
Native Nations Digital Sovereignty.

Native Nations Digital Sovereignty

Native Nations Digital Sovereignty is the self-determination and control over
native owned and operated critical infrastructure, digital assets, information,
systems, networks, and software.

Native Nations Digital Sovereignty is necessary to advance native economic
advantage and workforce development, to regain natural balance in the face of
the existential threat of climate crisis, to deter cyberthreat, and to strengthen self-
determination due to the indigenous disenfranchisement of geopolitical change.

This work is in support of natural balance and indigenous cultural principles as
Native Nations endeavor to bridge the digital divide and achieve digital
sovereignty.



The Digital Age

Digital Sovereignty is a nation level of concern. Nearly everyone is or is in process
of being connected. Once connected both opportunity and threat are prevalent
online. Therefore, the four baskets of connectivity, function, information, and
infrastructure must be managed. There are many ways to connect, many
established and emergent compute functions, many types of public and private
information, and many evolving means of critical infrastructure modernization.
These all congeal in the expansive worldwide digital age. Hence, digital sovereign
necessity for nation state, state, and native nation sovereigns.

“Digital sovereignty, cyber sovereignty, technological sovereignty and
data sovereignty refer to the ability to have control over your own digital
destiny, the data, hardware and software that you rely on and create.”
2025 World Economic Forum

Opportunity and threat are at once presented when the digital divide is crossed
as one ventures into the digital age. Beware and be aware is a modicum of
wisdom in the great worldwide digital transformation. Few will be unscathed by
digital transformation in the digital age. Long connected communities are faced
with a migration from old to new technologies. Those new to the digital age are
faced with abundant opportunity. All are faced with growing threat and
vulnerability. This article is written from an indigenous perspective in the United
States of America. That is to say that nation state, United States, state and
federally recognized American Indian and Alaska Native tribes, and Native
Hawaiian interests are recognized in Native Nations Digital Sovereignty advocacy.

The digital age is a constantly growing and changing vast array of technological
innovation coupled with ongoing geopolitical change. It is at this intersection
where Native Nations Sovereign Digital Data Centers can be established.

The digital age presents an immense challenge of change, risk and vulnerability.
Work in the national interest provided specialized and privileged access to
national security concerns. My work as the principal investigator for unique in
nation tribal-cyber technical assistance greatly informed my understanding of the
many challenges Native Nations face to manage the opportunities and risks of
technological and geopolitical change. This work is presented to assist that effort.



Connectivity

Nearly everyone is connected. Once connected risks and mitigation of risk to
enterprises and individuals must be carefully considered. Connectivity is a double
edged sword to both promote digital services and to attack connected systems in
the digital age. Therefore, beware and be aware that automation reduces visibility
in operations or to unauthorized intrusion of connected networks and systems.

Connectivity is the gateway to cross the digital divide. An observation over
decades of experience is that complex systems are vulnerable because of the
inherent complexity. An attack surface is expanded with connectivity and
complexity, where the digital age results in a dramatic layering of complex
systems on top of complex systems.

The 1990’s internet was largely interconnected university and enterprise systems.
A network perimeter was the protection boundary for network traffic into (ingress)
and out of (egress) communications enterprise scale interconnection.

Radio frequency (RF) communications are a one-to-many broadcast connectivity.
For example radio and television (TV) airwave transmissions were broadcast to
receivers tuned to the specific frequency of the signal or channel. In some cases
a transceiver is used for two-way RF communications or to repeat an RF signal
for longer distance communications or to strengthen a weakened an RF signal.

Digital signaling is through binary (1’s and 0’s) encoded wireline communications
via internet protocols. Both digital and RF signaling are widely used for
broadband connectivity. Connectivity is propagated through Wifi (wireless fidelity)
access points, and “smart” phone cellular communications, along with a
proliferation of smart-devices such as TV’s and wearable devices such as
watches. These are elements of expanding worldwide connectivity and the
internet of things. This growth has resulted in the need for internet protocol,
version 6 (IPv6) with an addressing capacity for very large scale connectivity.

The internet of things includes large distributed sensor networks. Large
distributed sensor networks also employ low power area connectivity with
technologies such as 6LowPAN in another expanse of connectivity. Collectively all
are faced with a transformation to modernized connectivity and communications
technologies from old exhausted technologies.



Function

Digital function includes many compute capabilities in the changing digital
landscape. Cloud, mobility and artificial intelligence (Al) compute functions enable
location independent automated services. Creating a scenario where sensitive
data may be hosted around the world in distributed data centers for the sake of
high availability. Data visuality and control may be diminished unless measures
are taken to keep advanced services within sovereign geopolitical control.

Open Al and associated technologies dramatically increase the level of cloud
services and datacenter environmental disruption wherever such data-centers are
to be located. That is stated as of today with increasing concern over time.

Telecommunications enable distance learning and telemedicine. These functions
are beneficial for providing services to elders and students who otherwise might
not have access. Health and Education are essential services. Protecting personal
information and ensuring appropriate use become specific responsibilities. For
example confidentiality of medical records, and restricted social media and Al use
within educational policy are incumbent responsibilities in these digital functions.

Operational technologies, such as industrial control systems, are another
transformative force of digital change. Automation of operational technologies is
concurrent with computational software modernization. Such broadly increased
function exacerbates vulnerability in connected systems and infrastructures.

Digital evolution will continue. My work as a high-performance computing security
officer provided insight to vast and evolving function. For example, compute
capability moving from Petascale computing (1 quadrillion floating point
operations per second) to Exascale computing (1 quintillion floating point
operations per second). Quantum computing function is also considered in the
evolving digital age. A technological tutorial is not intended here. The point is that
digital age function is many things and disruptive innovation will continue.

Disruptive technological change is when new innovations displace older
technologies. The internet itself is disruptive and evolving. The Native Nations
Digital Sovereignty framework is offered as a continuum to enhance awareness of
such disruptive and relevant changes. The intention is to assist native nations
digital strategic planning for secure and resilient implementation.



Information

Digital Sovereignty is concerned with protecting and managing public and private
information. Cybersecurity in the digital age must evolve to provide early
detection and response to intrusion and compromise of information. Appropriate
use of factual information versus false and misleading disinformation is a concern
in the digital age. Another concern is the integrity of information. | summarize this
data concern as garbage in, garbage out, which is an immediate Al concern.
Conversely, large data sets need to be well vetted for specific application where
Al can provide accurate information for example in medical diagnosis.

Digital sovereign data may need to be bound within the geopolitical control of a
sovereign authority and disseminated as authorized by appropriate authorities.
Authorized access and auditing are fundamental to ensuring appropriate use and
are ongoing responsibilities. Additionally, digital sovereign policy may be
considered within the informational domain.

Protecting personal information and ensuring appropriate use become specific
responsibilities across many domains. Governance, cultural sovereignty,
economic sovereignty, and digital sovereignty all require information protection.

Confidentiality, Integrity, and Availability are fundamental precepts of
cybersecurity. Confidentiality is when information is protected as sent from a
sender to the intended recipient and also protected at rest (data storage), in
process, and during information exchange (communications). Integrity is when
Information or data is created, processed, stored, and communicated as intended
without unauthorized change. Availability is when information and the capability
for information exchange are available to authorized users as needed.

Categorization of information to requisite protection levels is important. The
sharing of public information must be managed and is not exempt from the
precepts of cybersecurity. Information must be accurate and timely to first
responders and to the public during emergency response to crisis. Highly
confidential information for governance, business, and individuals must be
appropriately protected even to the extend of separation from publicly
accessibility to the internet. Therefore, personally identifiable information (PlI),
unclassified confidential, and classified information protection measures must be
in place and sustainable during normal operations and during disruption.



Infrastructure

Communications and information technologies are drivers in the digital age.
These are two of many critical infrastructure sectors. Associated modernization is
concurrent in industry control systems such as energy and agriculture through
automation with the goal of efficient operations amid limited resources. In
addition, robotics and device mobility provide enhanced automation, monitoring,
and surveillance as components of operational technologies. Connectivity,
information protection, sustainability, and resilience are necessary for all evolving
modernized function and infrastructure demanded in the digital age.

Infrastructure modernization is already happening. Energy and agriculture are
prime examples. Clean energy is a worldwide effort to counter climate change
exacerbated from decades of excessive carbon emissions. Geopolitical change
has created a tug-of-war between continued oil and coal energy and the
advancement of renewable energy sources. Sovereign native nations can advance
native purpose with single-point authority over their collective infrastructures.
Such infrastructure modernization is a green field opportunity for native nations.

The 577 federally recognized tribes are self-governing sovereign political entities.
Each tribe is unique with their own history, language, culture, location, and
resources. Each nation has independent goals, opportunities, challenges, and
risks with unique infrastructure modernization paths forward. Other indigenous
communities can also exercise infrastructure management under their control.
There are also collaborative opportunities with native coalition and representation
through organizations such as the National Congress of American Indians (NCAI).

Collectively, beyond the operational critical infrastructure domains, the
environment, mountains, sea, oceans, streams and lakes, wildlife, and flora all are
Mother Earth critical infrastructures. These are considered in the breadth of
indigenous critical infrastructure as well. Hence, the goal of natural balance.

Natural balance is the true purpose for critical infrastructure modernization.
Whether it be at the macro Mother Earth scale or the micro set of manmade
critical infrastructures - all must be considered in the face of climate crisis.
Therefore, critical infrastructure modernization is fully encompassing to increase
composite environmental, community, and critical infrastructure resilience.



An Indigenous Solution

A digital readiness, education, advanced modernization (DREAM) Academy
college curriculum and the “Native Nations Digital Sovereign Strategy Board”
provide a framework for Native Nations Digital Sovereignty discovery. Native
Nations Digital Sovereignty is the self-determination and control over native
owned critical infrastructure, digital assets, information, systems, networks, and
software.

Integrated cyber-security, physical-security, and resilience “Cy-Phy-Rez” are
design principals that increase composite environmental, infrastructure, and
community resilience. A Native Digital Ecosystem including infrastructure,
information, people and culture, Mother Earth, air and water is introduced. These
objective topics are to be discussed during play of the Native Nations Digital
Sovereignty Strategy board with Cy-Phy-Rez considered during discussion.

The strategy board focuses on three subject areas: Goals and Opportunities;
Challenges and Improvements; and Risks and Mitigations. These are played as in
a continuum to track progress over time. A fourth important factor of discussion
is from stakeholder input to understand local perspectives, priorities, and
concerns to ensure sovereignty designed to locally relevant solutions.
Additionally, the Strategy board is offered in two orientations to meet indigenous
cultural preferences with corresponding conversation, as illustrated below.
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Value Proposition: Support is asked for development, publication and production
of Native Nations Digital Sovereignty works for use by indigenous entities and
professionals. Umwa’ Ungaway, Wado, Mahalo Nui Loa, Thank You.
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